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1
SECURITY ACCESS DEVICE AND METHOD

FIELD OF THE INVENTION

The present invention relates generally to computer secu-
rity and more particularly to security system access device
and method.

BACKGROUND OF THE INVENTION

Security continues to present challenges as hackers and
other malicious parties attempt to gain unauthorized access
to sensitive computers and associated networks. The prior
art is full of examples that attempt to reduce such unauthor-
ized access. One of the most rudimentary forms of security
is the requirement for users to present a unique login and
password combination. Once the user is logged in, other
security techniques can be employed such as the use of
encryption of the user’s communications to reduce eaves-
dropping.

Many problems persist with prior art security techniques.
For example, it is accepted that the greater the security
protocols, the greater difficulty it can be for the user to
actually make use of the computer. For example, it can be
required to have the user reenter the login and password after
a period of inactivity. If that period of inactivity is exces-
sively short, the user will spend more time authenticating
him or herself rather than actually performing the computing
task. By the same token, where the user switches between
several different computing devices to access the computer
network, it can be tedious to require the user to reenter the
login and password each time the user switches to the other
devices. Still further problems arise when the switch of user
devices also involves the user switching the type of network
being utilized.

A still further security problem arises when the user
leaves the computer unattended, without having logged out.
Inactivity timeout periods are commonly employed, wherein
the user is automatically logged out if they have not used the
computer for a predefined period of time. However, there is
still a risk of malicious activity occurring after the user has
left the computer unattended, but before the inactivity period
has expired.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide a novel
security access device and method that obviates or mitigates
at least one of the above-identified disadvantages of the prior
art.

An aspect of the invention provides an access control
device comprising a first transmitter operable to transmit
identification information to a remote apparatus. The remote
apparatus is configured to permit access to the apparatus
upon validation of the identification information. The access
control device also comprises a second transmitter operable
to transmit an identifier to the remote apparatus. The remote
apparatus is configured to maintain the access provided the
remote apparatus receives the identifier.

The identification information of the access control device
can include the identifier. The identification information can
further include authentication information, and the remote
apparatus can be configured to permit access upon validating
the authentication information and identifier.

The identification information can include authentication
information, and the remote apparatus can be configured to
permit access upon validating the authentication informa-
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tion. The authentication information can include an encryp-
tion key associated with at least one of the access control
device and the remote apparatus.

The identifier can be uniquely associated with the access
control device.

The remote apparatus can include a look-up table that
stores both the identification information and the identifier.
In the table, the identification information points to the
identifier.

The identification information can further be part of an
encryption certificate.

The identification information can further be part of an
encryption certificate that includes the identifier. The
encryption certificate can further include authentication
information and the remote apparatus can be configured to
permit access upon validating of the authentication infor-
mation and the identifier. The remote apparatus can be
further operable to conduct secure communications over a
network connected to the remote apparatus using the encryp-
tion certificate.

The first transmitter of the access control device can
comprise an active wireless transmitter. The active wireless
transmitter can be based on at least one of infrared. Blu-
etooth®, 802.11 or a variant thereof 802.16 or a variant
thereof, CDMA or a variant thereof, GSM or a variant
thereof or other desired technology.

The first transmitter can further comprise a wired con-
nection. The wired connection can be based on Universal
Serial Bus or other desired technology.

The second transmitter can be a transceiver that includes
a receiver such that the second transmitter transmits the
identifier upon request from a remote transmitter at the
remote apparatus. The transceiver can be a passive trans-
ceiver energized by the remote transmitter at the remote
apparatus. The passive transceiver can be a radio frequency
identification device.

The second transmitter can further be a wireless trans-
mitter operable to transmit the identifier to the remote
apparatus at predetermined times. The wireless transmitter
can be based on at least one of infrared. Bluetooth®, 802.11
or a variant thereof; 802.16 or a variant thereof or other
desired technology.

The access control device can further comprise an actua-
tor and wherein the first transmitter only transmits the
identifier upon activation of the actuator.

The remote apparatus can further be an activation mecha-
nism for a machine operable to selectively permit a user to
operate the machine. The machine can be any of an auto-
mobile engine, automobile functionality (e.g. braking, igni-
tion, gears), machinery, electronics, an Automatic Teller
Machine; a door (such as a door to a restricted area), a
switching mechanism for an electric light, a computer, a
computer network, a personal digital assistant and a tele-
phone. Other machines will now occur to those of skill in the
art.

Another aspect of the invention provides an access control
device having a transmitter operable to repeatedly transmit
an identifier to a remote apparatus. The remote apparatus is
configured to permit access to the apparatus provided the
remote apparatus continues to receive the identifier. The
transmitter can be a transceiver that includes a receiver such
that the transmitter transmits the identifier upon request from
a remote transmitter at the remote apparatus. The transceiver
can be a passive transceiver energized by the remote trans-
mitter at the remote apparatus. An example of a passive
transceiver is a radio frequency identification device.
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Another aspect of the invention provides an access control
device having a receiver operable to receive a query. The
access control device also has a transmitter operable to
transmit an identifier to a remote apparatus in response to the
query. The remote apparatus is configured to permit access
to the remote apparatus provided the remote apparatus
continues to receive the identifier.

The access control device can be portable. For example,
the access control device can be housed in a USB pen for
insertion into a USB port onto the remote through which
transception is conducted. The receiver and the transmitter
can be based on RFID and are energized by a remote
transmitter at the remote apparatus.

The query can be received from the remote apparatus, and
is repeatedly transmitted, possibly according to a periodic
basis.

The identifier can be a unique identifier, and access to the
remote apparatus can be permitted only for a user associated
with the unique identifier.

The access control device can further include the func-
tionality of at least one of a cellular telephone and a personal
digital assistant, the transmitter including a local transceiver
complementary to a transceiver on the remote apparatus and
through which the queries are received and the identifier is
transmitted. The local transceiver can be based on at least
one of a serial cable, a USB cable; infrared; Bluetooth®;
802.11; 802.16: RFID; and variants thereof.

Another aspect of the invention is a computer-readable
data file storable on an access control device for a user. The
data file includes authentication information for the user
comprising a digital certificate respective to the user that
includes an identifier for the user and a public key. The
authentication information further comprises a user private
key complementary to the public key. The authentication
information is used in an initial transmission from the access
control device to a remote apparatus in order to cause the
remote apparatus to permit access for the user to the remote
apparatus. The authentication information is also so that the
remote apparatus can utilize the keys to establish a secure
session for the user with a network entity connected to the
remote apparatus. The identifier is also for at least one
additional transmission from the access control device to the
remote apparatus in order to cause the remote apparatus to
maintain access for the user to the remote apparatus.

Another aspect of the invention provides an access control
device including a microcomputer and a storage device for
storing data file that includes authentication information for
the user. The authentication information comprises a digital
certificate respective to the user that includes an identifier
for the user and a public key. The authentication information
further comprises a user private key complementary to the
public key. The authentication information is for an initial
transmission from the access control device to a remote
apparatus in order to cause the remote apparatus to permit
access for the user to the apparatus. The remote apparatus is
operable to utilize the keys to establish a secure session for
the user with a network entity connected to the remote
apparatus. The identifier is also for at least one additional
transmission from the access control device to the remote
apparatus, in order to cause the remote apparatus to maintain
access for the user to the remote apparatus.

Another aspect of the invention provides a method of
controlling access to an apparatus comprising:

permitting access to the apparatus;

transmitting a verification request to an access control
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denying access to the apparatus if the access control
device fails to respond to the verification request;

whereby the permitting access to the apparatus continues
if the access control device responds to the verification
request.

The method can also comprise performing the transmit-
ting step on a periodic basis.

Another aspect of the invention provides a method of
accessing a remote apparatus comprising:

transmitting identification information to the remote

apparatus in order to cause the remote apparatus to
permit access to the apparatus upon validation of the
identification information; and,

transmitting an identifier to the remote apparatus to cause

the remote apparatus to maintain access.

The remote apparatus can be an activation mechanism for
a machine operable to selectively permit a user to operate the
machine. The machine can be selected from the group
consisting of an automobile engine, automobile functional-
ity (e.g. braking, ignition, gears), machinery, electronics, an
Automatic Teller Machine, a door (such as a door to a
restricted area), a switching mechanism for an electric light,
a computer, a computer network, a personal digital assistant
and a telephone.

Another aspect of the invention is an apparatus compris-
ing a first input device for receiving user input representing
a request to access the apparatus. The request includes
authentication information. The apparatus further comprises
a microcontroller connected to the first input device for
receiving the authentication information and permitting
access to the apparatus if the authentication information is
validated. The apparatus further comprises an second input
device for repeatedly receiving an identifier from an access
control device. The microcontroller is operable to deny
further access to the apparatus if the second input device
fails to receive the identifier from the access control device
within a predetermined criteria.

The first input device can be a keyboard and the authen-
tication information can be a user-id and password entered
into the keyboard. The first input device can further be a
wireless receiver and the authentication information can be
part of a wireless transmission from the access control
device. The wireless receiver can be based upon infrared;
Bluetooth®; 802.11; 802.16; CDMA; GSM; and variants
thereof. The first input device alternatively be coupled to a
wireless receiver and the authentication information could
be part of a wireless transmission from the access control
device. The second input device can be a wireless receiver
and the identifier can be part of a wireless transmission from
the access control device. The predetermined criteria can be
a predetermined or configurable time interval.

The apparatus can further include an output device for
repeatedly transmitting a verification request to the access
control device. In this case, the predetermined criteria can be
a time interval within which the access control device is to
transmit the identifier to the second input device after the
verification request is transmitted. The second input device
and the output device could together be a transceiver. For
example, the transceiver could be an RFID transceiver or
variant thereof. The transceiver could also be a USB port and
the access control device could be operable to connect to the
USB port. The verification request can be transmitted at
predetermined or configurable intervals of time.

The authentication information could include the identi-
fier. The authentication information could include an
encryption key associated with at least one of the access
control device and the apparatus. The apparatus could be a
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gateway for a communications network operable to selec-
tively permit a user to access the communications network.
The microcontroller could be operable to use the encryption
key to provide access to the communications network.

The identifier can be uniquely associated with the access
control device. The microcontroller could be operable to
access a look-up table in which the authentication informa-
tion points to the identifier.

The apparatus could be a gateway for a communications
network operable to selectively permit a user to access the
communications network. The apparatus could be an acti-
vation mechanism for a machine operable to selectively
permit a user to operate the machine. The machine could be
selected from the group consisting of an automobile engine,
automobile functionality, machinery, electronics, an Auto-
matic Teller Machine, a door, a switching mechanism for an
electric light, a computer, a computer network, a personal
digital assistant and a telephone.

Another aspect of the invention provides a system for
controlling access comprising a remote apparatus operable
to transmit a request for an identifier and to permit access to
the apparatus provided the remote apparatus continues to
receive an identifier. The system for controlling access
further comprises an access control device having a trans-
mitter operable to repeatedly transmit the identifier to a
remote apparatus upon receipt of the request. The remote
apparatus can be an activation mechanism for a machine
operable to selectively permit a user to operate the machine.
The machine can be selected from the group consisting of an
automobile engine, automobile functionality (e.g. braking,
ignition, gears), machinery, electronics, an Automatic Teller
Machine, a door (such as a door to a restricted area), a
switching mechanism for an electric light, a computer, a
computer network, a personal digital assistant and a tele-
phone.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will now be described by way of example
only, and with reference to the accompanying drawings, in
which:

FIG. 1 is a schematic representation of a security access
system in accordance with an embodiment of the invention;

FIG. 2 is a representation of a data file containing authen-
tication information that is stored on the security access
device of FIG. 1;

FIG. 3 is a representation of a data file containing veri-
fication information that is stored on the security access
device of FIG. 1;

FIG. 4 is a flowchart depicting a security access method
in accordance with another embodiment of the invention;

FIG. 5 shows the system of FIG. 1 during the performance
of one of the steps in the method shown in FIG. 4;

FIG. 6 shows the system of FIG. 1 during the performance
of one of the steps in the method shown in FIG. 4;

FIG. 7 shows the system of FIG. 1 during the performance
of one of the steps in the method shown in FIG. 4;

FIG. 8 shows the system of FIG. 1 during the performance
of one of the steps in the method shown in FIG. 4;

FIG. 9 is a schematic representation of a security access
system in accordance with another embodiment of the
invention;

FIG. 10 is a representation of a data file containing
authentication information that is stored on the security
access device of FIG. 9;
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FIG. 11 is a representation of a data file containing
verification information that is stored on the security access
device of FIG. 9;

FIG. 12 shows the system of FIG. 9 during the perfor-
mance of one of the steps in the method shown in FIG. 4;
and,

FIG. 13 is a schematic representation of a security access
system in accordance with another embodiment of the
invention.

DETAILED DESCRIPTION OF THE
INVENTION

Referring now to FIG. 1, a security access system is
indicated generally at 30. System 30 includes a security
access device 34 and a laptop computer 38.

While not required, it is presently preferred that the
form-factor of security access device 34 render device 34
portable—for example, being attachable to a key-chain, or
able to fit easily into the user’s pocket, or readily wearable
by the user. As shown in FIG. 1, security access device 34
is represented in block-diagram format, and thus it is to be
understood that the appearance and shape of device 34 is not
particularly limited. As will be explained in greater detail
below, the user of device 34 is able to use device 34 to gain
and maintain access to computer 38.

Device 34 contains a microcontroller 42 that is powered
from a self-contained power supply 46, such as a lithium
battery. Microcontroller 42 includes a processing unit (not
shown) and a persistent storage device (not shown) that
stores operating instructions (not shown) for operating
microcontroller 42. The persistent storage device also stores
data representing authentication information 48 that is spe-
cific to the user of device 34.

Microcontroller 42 is also connected to a push-button
switch 50 (or other type of switch), which is activateable by
a user of device 34 to send an activation signal to micro-
processor 42. Microprocessor 42 is also connected to a first
transmitter 54 that includes a radio 58 and an antenna 62. In
a present embodiment, transmitter 54 is based on infrared
technology, but in other embodiments other types of tech-
nologies can be used to implement transmitter 54. Other
exemplary technologies include wireless technologies such
as Bluetooth®, 802.11, Code Division Multiple Access
(“CDMA”) or wired technologies such as Universal Serial
Bus (“USB”). Thus, upon receipt of an activation signal
from switch 50, microprocessor 42 is operable to instruct
transmitter 54 to transmit authentication information 48.

Device 34 also includes a second transmitter 66 that itself
includes a radio 70 and an antenna 74. In a present embodi-
ment, second transmitter 66 is based on radio frequency
identification (“RFID”) tag technology, is operable to trans-
mit verification information 78 in response to a receipt of a
request to transmit such information 78 in accordance with
known functionality of RFID tag technology. (While trans-
mitter 66 is based on RFID tag technology, in other embodi-
ments other radio technologies can be employed as desired.)

Referring now to FIG. 2, an example of the contents of
authentication information 48 is shown. In a present
embodiment, authentication information simply includes a
username, indicated at reference “U”, and a unique identifier
indicated at reference “ID”. (While in the present embodi-
ment, username U and unique identifier ID are both used, it
will become apparent that in other embodiments the unique
identifier ID can serve as both the unique identifier and the
username.) Username U is typically the user-id or username
belonging to the user that owns device 34, and is assigned
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by an administrator of system 30 and therefore known to that
administrator. Identifier ID is any unique string of charac-
ters, also typically assigned by an administrator of system 30
and known to that administrator. Referring now to FIG. 3, an
example of the contents of verification information 78 is
shown. In a present embodiment, verification information
simply includes an identical copy of unique identifier ID.

Referring again to FIG. 1, laptop 38 is based on any
known computing environment, comprising any desired
combination of input devices, output device, microprocessor
(s), random-access memory, storage devices, etc. and
executing any desired operating system appropriate to the
hardware environment of laptop 38. While the present
embodiment utilizes a laptop computer 38, it is to be
understood that in other embodiments a variety of other
types and configurations of computing devices are contem-
plated, including personal computers, personal digital assis-
tants, telephony devices etc. In still other variants on the
present embodiment, the computing device may be linked to
some other device, such as a car engine to thereby restrict
access to a car, or an electromechanical door to thereby
restrict access to certain areas in a building.

Laptop 38 is preprogrammed by an administrator of
system 30 with a list of known usernames that are permitted
to access laptop 38, and also includes a list of passwords that
are uniquely associated with that username. In particular,
laptop 38 is preprogrammed to specifically include user-
name U and a password associated therewith. Laptop 38 also
includes a first transceiver 82 that is complementary to
transmitter 54, and is thus operable when laptop 38 is ‘on’
to receive and decipher transmissions from transmitter 54.
Thus, in a present embodiment, transceiver 82 is also based
on infrared technology in order to complement transmitter
54. Laptop 38 also includes a second transceiver 86 that is
complementary to transmitter 66, and thus operable when
laptop 38 is ‘on’ to periodically query transmitter 66 and
receive and decipher transmissions from transmitter 66 in
accordance with techniques known in RFID technology.

Reference will now be made to FIG. 4 which shows a
flowchart depicting a security access method which is indi-
cated generally at 400. In order to assist in the explanation
of the method, it will be assumed that method 400 is
performed using system 30. However, it is to be understood
that system 30 and/or method 400 can be varied, and need
not work exactly as discussed herein in conjunction with
each other, and that such variations are within the scope of
the present invention.

Before discussing method 400, certain assumptions will
be made about the state of system 30. In particular, it is
assumed that an authorized user is in possession of device 34
and that the user is proximal to laptop 38. Additionally, it is
assumed that laptop 38 is ‘on’, but that no users are currently
logged into the laptop 38. It is further assumed that the user
possessing device 34 is identified in a list of authorized users
resident in laptop 38, including a password associated with
that user.

Beginning first at step 420, an activation signal is
received. To perform this step, the user will depress switch
50 on device 34, causing a signal to be sent to micropro-
cessor 42. Next, at step 425, microprocessor 42 will send
authentication information 48 to transmitter 54, which in
turn will transmit authentication information 48 to trans-
ceiver 82 on laptop 38. This step is represented in FIG. 5, as
authentication information 48 is depicted as being transmit-
ted to from transmitter 54 to transceiver 82.

Next, at step 430, the authentication information trans-
mitted at step 425 is received at laptop 38. Next, at step 435,
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a password is requested from the user. (While a password is
requested in the present embodiment, in other embodiments
the password request can be eliminated or substituted for
other security measures.) This step is performed by laptop
38 which displays a message on the screen of laptop 38
prompting the user to enter in a password. This step is
represented in FIG. 6, with laptop 38 displaying the message
“Enter Password”.

Once the password request at step 435 has been fulfilled
(i.e. the user has entered a password), a determination is
made at step 440 as to whether the password that was
entered was correct. (While not required, as an additional
verification it can be desired to have laptop 38 also ensure
that the received unique identifier ID within authentication
information 48 is an identifier ID that is expected for the
corresponding username U.) This determination is made by
laptop 38, which examines the received username U and
looks up the password that is associated with that username
U. If the password is incorrect, then the method advances to
step 445 for exception handling. The exception handling can
take any desired form, typically at least involving denying
the user further access to laptop 38. Further exception
handling could include permanently disabling the account
associated with the username U, or any other steps that may
be desired. (Alternatively, the user may be given a number
of attempts to enter the correct password before the method
advances to step 445 for exception handling.) However, if
the password entered at step 435 was correct, then at step
440 it will be determined that a correct password was
entered and method 400 will advance to step 450, at which
point access to laptop 38 will be granted, and the user can
interact with laptop 38 in the usual manner, as if the user had
logged in using traditional means. Such interaction may
provide the user with full access to laptop 38, or to a limited
account on laptop 38, or the interaction may have any other
desired level of security access.

Method 400 then advances to step 455, at which point a
verification request is transmitted. This step is performed by
laptop 38, which at this point activates transceiver 86 and
transmits a request for access verification. Next, at step 460,
the verification request is received by device 34 through
transmitter 66. Steps 455 and 460 are represented in FIG. 7,
as the transmitted and received verification request is rep-
resented by the dotted line indicated at reference 90. More
specifically, the verification request 90 includes a request
that the unique identifier ID be retransmitted by device 34 to
confirm that device 34 is still proximal to laptop 38, and that
therefore the user is also still proximal to laptop 38 and
therefore continued access to the laptop 38 should be
permitted.

Next, at step 465, transmitter 66 transmits verification
information 78 to laptop 38. This step is represented in FIG.
8, as verification information 78 is depicted as being trans-
mitted from transmitter 66 to transceiver 86.

Those of skill in the art will appreciate that, since trans-
mitter 66 and transceiver 86 are based on RFID, the energy
used to perform step 465 is derived from the excitation
energy of verification request 90, and therefore the perfor-
mance of steps 460 and 465 do not present a drain on power
supply 46.

Next, at step 470, the verification information 78 trans-
mitted at step 465 is received at laptop 38 and its validity
determined. More specifically, in the present embodiment
the unique identifier ID will now have been received by
laptop 38 and laptop 38 can compare the unique identifier ID
received within authentication information 48 received at
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step 430 with the unique identifier ID received within the
verification information 78 received at step 470.

If, at step 470, no verification information is received
within a predefined time period, then method 400 advances
to step 475 and further access to laptop 38 will be denied.
However, if at step 470 it is determined that the received
verification information included the unique identifier 1D
within authentication information 48 received at step 430,
then it will be determined that there is a verification and
method 400 will cycle back to step 450 where ongoing
access is permitted. The cycling between steps 450 and 470
will continue, over such an interval as may be desired by a
person configuring system 30, until such time as the user
owning device 34 either: a) leaves the proximity of laptop 38
such that at step 470 it is determined that no verification
information was received, and therefore device 34 is out of
range of laptop 38, or b) the user ceases to access laptop 38
by some other means, such as shutting off laptop 38,
manually logging out of laptop 38, or by sending an addi-
tional wireless signal from device 34 upon depression of
switch 50, where the additional wireless signal indicates a
desire to log out of laptop 38, or the like.

It should now be understood that the denial of access at
step 475 can take several forms. For example, it could start
with a permanent or time-limited “lock out” status, where
upon return to laptop 38 the user can be given the option of
reentering their password. Alternatively, where step 475 is
reached by device 34 leaving the wireless transmission
range of laptop 38, then access to laptop 38 can be returned
merely by having laptop 38 once again detect the presence
of device 34.

Referring now to FIG. 9, a security access system in
accordance with another embodiment of the invention is
indicated generally at 30a. System 30a includes several
components that are substantially the same as system 30, and
thus like components in system 30a to components in
system 30 bear the same reference, but followed by the suffix
“a”. Of particular note, system 30a includes a network 94a
that connects to laptop 38« via a link 98a. Network 94a can
be the Internet, an intranet, a local area network, a wide area
network, one or more remote servers or any combination
thereof to which laptop 38a connects. Link 98a can be any
type of connection, including wireless links based on, for
example, 802.11 and its variants. Bluetooth®, Code Divi-
sion Multiple Access (“CDMA”), or Global System for
Mobile Communications (“GSM”) or any other type of
wireless connection. Link 98a can also be a wired connec-
tion based on, for example, Ethernet, coaxial, twisted pair
etc.

Referring now to FIG. 10, authentication information 48«
for system 30q is shown in greater detail. Authentication
information 48a includes a digital certificate 100a that
belongs to the user that owns device 34a. Certificate 100a
includes a unique identifier IDa and a user public key uPuK.
While not shown in FIG. 10, certificate 100a and/or authen-
tication information 48a can also include the name of the
user and any other information that may be desired.

Authentication information 48a also includes a user pri-
vate key uPrK that is complementary to user public key
uPuK. User private key uPrK is stored in an encrypted
format inside authentication information 484, the encryption
being denoted by the dotted ellipse surrounding user private
key uPrK indicated at reference 1044a. Referring now to FIG.
11, verification information for system 30q includes unique
identifier IDa, being identical to unique identifier IDa stored
in certificate 100a to achieve the same result as described
above in relation to system 30.
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Reference will now be made again to FIG. 4 depicting
security access method 400. During this explanation of
method 400, it will be assumed that method 400 is per-
formed using system 30a.

Before discussing method 400, certain assumptions will
be made about the state of system 30q. In particular, it is
assumed that an authorized user is in possession of device
34a and that the user is proximal to laptop 38a. Additionally,
for the purposes of assisting in explanation of the method, it
will be assumed that laptop 38a is ‘on’, but that no users are
currently logged into the laptop 38a or any service to which
laptop 38a connects in network 94qa. It is further assumed
that the user possessing device 34a intends to access ser-
vices available on network 94q via laptop 38a and link 98a.
It is further assumed that the identity of the user possessing
device 34a is to be authenticated using digital certificate
100a on both laptop 38a and by any service being accessed
on network 94a.

Beginning first at step 420, an activation signal is
received. To perform this step, the user will depress switch
50a on device 34a, causing a signal to be sent to micropro-
cessor 42a. Next, at step 425, microprocessor 42a will send
authentication information 48a to transmitter 54a, which in
turn will transmit authentication information 48a to trans-
ceiver 824 on laptop 38a. This step is represented in FIG. 12,
as authentication information 48a is depicted as being
transmitted to from transmitter 54a to transceiver 82a.

Next, at step 430 the authentication information 48a
transmitted at step 425 is received at laptop 38a. Next, at
step 435, a password is requested from the user by laptop
38a.

Once the password request at step 435 has been fulfilled
(i.e. the user has entered a password), a determination is
made at step 440 as to whether the password that was
entered was correct. This determination is made by laptop
38a, which determines whether user private key uPrK was
correctly decrypted by the password provided at step 435. If
the password is incorrect, then the method advances to step
445 for exception handling. The exception handling can take
any desired form, typically at least involving denying the
user further access to laptop 38. Further exception handling
could include permanently causing certificate 100a to be
revoked in a certificate list kept in laptop 38a and notifying
any other relevant certificate lists kept on network 94a. Any
other steps that may be desired may also be taken. (Alter-
natively, the user may be given a number of attempts to enter
the correct password before the method advances to step 445
for exception handling.)

(Notwithstanding the foregoing paragraph, it is to be
understood that the use of a password in the present embodi-
ment is merely exemplary to assist in understanding of the
method, but it should be understood that in other embodi-
ments the password can be eliminated and corresponding
changes to method 400 can be effected to accommodate this
variation. Other types of authentication can be used in lieu
of, or in addition to, the use of a password, such as biometric
information.)

However, if the password entered at step 435 was correct,
then at step 440, then user private key uPrK will be
successfully decrypted, at which point the method will
advance to step 450 and access will be permitted, giving the
user access to both laptop 38a and to network 94a based on
a predefined level of security access. In general, once
certificate 100a and user private key uPrK are on laptop 38a,
the storage and management of certificate 100a and user
private key uPrK can be handled in any known or desired
manner.
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Method 400 then advances to step 455 and the remainder
of the performance of method 400 is substantially as previ-
ously described, in relation to system 30. In particular, the
user will continue to be permitted to access laptop 38a as
long as the verification information requested from trans-
mitter 66a is received as it is periodically requested by
transceiver 86a.

It should now be apparent that a variant on method 400 as
it is performed on system 30a can include using keys uPukK
and uPrK to establish a secure link 98a between laptop 38a
and a service on network 94a. For example, once laptop 38a
has certificate 100aq, it can transmit certificate 100a to any
service on network 94a. Once a service verifies that certifi-
cate 100a has not been revoked, that service can then use the
user public key uPuK to encrypt communications with
laptop 384, which in turn can decrypt those communications
using the user private key uPrK. As a further level of
security, the initial use of keys uPuK and uPrK between
laptop 38a and a service on network 94a can be for the
purpose of letting that service establish a set of session keys
to be used for the time that the user is logged into to laptop
38a—such session keys expiring once step 470 establishes
that “no”, device 34a is no longer in proximity to laptop 48a,
or has not been in proximity for some predefined period of
time. Such security can take this or any other any desired
form, including the techniques described in International
Patent Application PCT/CA04/0455 filed Mar. 26, 2004,
contents of which are incorporated herein by reference.

In system 30a, transceiver 82a and transceiver 86a are
both locally situated on laptop 38a, yet in other embodi-
ments transceiver 82a and transceiver 864 can be situated on
different apparatuses that can be linked to each other. For
example, and referring now to FIG. 13, a security access
system in accordance with another embodiment of the
invention is indicated generally at 305. System 305 includes
several components that are substantially the same as system
30a, and thus like components in system 305 to components
in system 30a bear the same reference, but followed by the
suffix “b”. Of particular note, the functionality of device 345
is integral with a cellular telephone (the form factor of which
is not reflected in FIG. 13). Also of note is that system 305
includes a cellular telephone tower 825 that is connected to
network 945. Tower 8254 is operable to perform all regular
functions of a cellular telephone tower, but is also operable
to perform substantially the same the functions of trans-
ceiver 82a via the connection between tower 825 to laptop
38b via network 945.

Thus, as part of the cellular telephone functions of device
345, device 345 is operable to communicate with tower 825
More particularly, tower 826 and transmitter 545 are thus
operable to communicate wirelessly via Code Division
Multiple Access (“CDMA”), or Global System for Mobile
Communications (“GSM”) or similar wireless protocols.
Other wireless standards such as Bluetooth®, 802.11 or
802.16, their variants and subsequent similar standards
could also be utilized to communicate between tower 824
and transmitter 545. In system 305, initial access to laptop
386 can be effected by an initial communication from
transmitter 545 that is carried via tower 825 and network 945
to laptop 38b. Ongoing permission to access laptop 385 is
verified via communications between transceiver 865 and
transmitter 665 in substantially the same manner as previ-
ously described in relation to system 30. Other configura-
tions of transceivers 824 and 865 will now occur to those of
skill in the art.

While only specific combinations of the various features
and components of the present invention have been dis-
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cussed herein, it will be apparent to those of skill in the art
that desired subsets of the disclosed features and compo-
nents and/or alternative combinations of these features and
components can be utilized, as desired. For example, the first
and second transmitters in device 34 can be based on a
variety of different transmitters. Of particular note, the
power consumption by the transmitter transmitting verifica-
tion information is typically less (or even substantially nil)
in comparison to the power consumption by the transmitter
transmitting the authentication information.

As another example, it should be noted that the use of a
unique identifier ID is contemplated in FIGS. 2 and 3, and
the accompanying embodiments, but it is to be understood
that in other embodiments that identifier ID need not be
unique—even though such uniqueness can be desired to
provide security. By the same token, it should be understood
that the identifier ID in authentication information 48 need
not be identical to the identifier ID in verification informa-
tion 78. Authentication information 48 could include a
completely different identifier than verification information
78, while still permitting device 34 to be used to control
access to laptop 38. By the same token, where the identifiers
in authentication information 48 and verification informa-
tion 78 are different, laptop 38 can, if desired, include a
look-up table that contains both the identifier stored in
authentication information 48 and the identifier stored in
verification information 78, whereby the laptop 38 can
derive the identifier for verification information 78 by exam-
ining a corresponding entry on the look-up table for authen-
tication information 48.

Alternatively, in other embodiments transmitter 54 could
be based on wired technology. For example, device 34 could
include a universal serial bus (“USB”) plug, which when
plugged into laptop 38 allowed the performance of steps
410-425 of method 400, such that the authentication infor-
mation is sent to laptop 38 in a wired manner. When the USB
plug is removed from laptop 38, the second transmitter 66
would periodically provide verification information in sub-
stantially the same manner as previously described.

In other embodiments the security access device 34 could
be used to selectively permit (or otherwise regulate) access
to other machines other than laptop 38, in order to provide
secure access to such machines. Such machines could
include an automobile engine, automobile functionality (e.g.
unlocking brakes, enabling ignition, enabling engagement of
gears), machinery (e.g. factory equipment), electronics (e.g.
TV, stereo), an Automatic Teller Machine, a door (such as a
door to a restricted area), a switching mechanism for an
electric light, a computer network, a personal digital assis-
tant and a telephone. In the latter example of a telephone, the
security access device 34 could be used to authenticate the
user’s rights to make toll telephone calls on the telephone,
and to provide a way of identifying that user for later billing.
In a landline telephone, such toll calls could include long
distance calls, whereas in a cellular telephone, calls toll calls
could be for air-time and/or long distance calls. In the
example of a computer network, the security access device
34 could be a gateway device that provides access to the
network. Other machines will now occur to those of skill in
the art.

As a still further example of variations, system 30 can be
modified to omit transmitter 54 and transceiver 82, and
thereby also omit the accompanying functionality of initially
receiving and utilizing authentication information to grant
initial permission to access laptop 38. In this variation,
transceiver 86 and transmitter 66 would simply work
together to demonstrate continued proximity of the modified
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version of device 34 in relation to laptop 38, and therefore
continued rights for the user to access laptop 38. In such a
variation, only step 450 to step 475 of method 400 would be
performed. In such a variation, the initial permission to
access laptop 38 would be effected in a different manner—
for example, by having the user log into laptop 38 in the
traditional manner of entering a user-id and password at a
log-in screen—but ongoing access to laptop 38 would only
be permitted where the laptop 38 continues to receive valid
verification information from the modified device 34.

In yet further embodiments of the present invention, steps
455 and 460 could be removed from the method 400 of FIG.
4. In these embodiments, the device 34 performs step 465 of
transmitting verification information to the laptop 38 with-
out prompting from laptop 38. For instance, the transmission
of the verification information could be conducted by the
device 34 at predetermined time intervals, as a response to
a predefined schedule or as a response to a configurable
schedule set by the device 34, the laptop 38 or another
element such as a network management tool. In these
embodiments, the transmission of step 465 could be accom-
plished using a number of transmission techniques as pre-
viously described including infrared, Bluetooth®, 802.11,
802.16, or their variants and other local wireless standards or
using a wireline technology such as USB or serial data bus.
In these embodiments, the battery of the device 34 would
likely deplete faster than some embodiments described
previously which utilize RFID technology to energize the
transmission of step 465.

The above-described embodiments of the invention are
intended to be examples of the present invention and altera-
tions and modifications may be effected thereto, by those of
skill in the art, without departing from the scope of the
invention which is defined solely by the claims appended
hereto.

The invention claimed is:

1. A non-transient computer-readable storage medium
storing at least one data file for an access control device for
a user, said at least one data file including authentication
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information for said user comprising a digital certificate
respective to said user that includes an identifier for said user
and a public key; said authentication information further
comprising a user private key complementary to said public
key; said authentication information being for an initial
transmission from said access control device to a remote
apparatus in order to cause said remote apparatus to permit
access for said user to said remote apparatus and such that
said remote apparatus can utilize said keys to establish a
secure session for said user with a network entity connected
to said remote apparatus; said identifier also being for at
least one additional transmission from said access control
device by a radio frequency identification (RFID) circuit to
said remote apparatus in order to cause said remote appa-
ratus to maintain access for said user to said remote appa-
ratus, the RFID circuit energized by a radio frequency (RF)
signal from the remote apparatus.

2. An access control device including a microcomputer
and a storage device for storing at least one data file
including authentication information for a user; said authen-
tication information comprising a digital certificate respec-
tive to said user that includes an identifier for said user and
a public key; said authentication information further com-
prising a user private key complementary to said public key;
said authentication information being for an initial transmis-
sion from said access control device to a remote apparatus
in order to cause said remote apparatus to permit access for
said user to said apparatus and such that said remote
apparatus can utilize said keys to establish a secure session
for said user with a network entity connected to said remote
apparatus; said identifier also being for at least one addi-
tional transmission from said access control device by a
radio frequency identification (RFID) circuit to said remote
apparatus in order to cause said remote apparatus to main-
tain access for said user to said remote apparatus, the RFID
circuit energized by a radio frequency (RF) signal from the
remote apparatus.



